
 
Ju

Cy
An
Co
pot
 
Wh
 
Info
info
com
to 
ban
 
Ho
 
Sim
use
ma
by 
 
Yo
for
hid
spy
‘ke
 
Yo
sto
lau
 
Th
 
Ho
 

uly 2011 

yber Crime
 increasing 

omputers and
tential  target

hy are you a 

ormation, wh
ormation, suc
mputer or wit
steal that info
nk account, a

ow can you b

mply by conn
e automated 
ay be the subj
which your c

our computer 
rm of malwar
dden or unexp
yware such a

eylogged’ info

our computer 
orage of illega
unch attacks o

e best way to

ow Can You S

• Keep yo
• Use ant
• Do not v
• Secure 

in the w
that the

• Be caut
and be 

• Do not r
• Do not o
• Do not 

to "conf
• Beware
• Do not 

identity 
• Have se

 

e: How It H
number of d

d other electr
s, the nature 

target? 

ether persona
ch as bank a
h a trusted th
ormation whic
among other c

be attacked in

ecting to the 
tools to scan 
ject of a rand
omputer can 

is used to ste
e masquerad
pected action
as ‘keyloggin
rmation to the

is used to fa
al images or 
or commit crim

o protect your

Stay Safe? 

our operating 
ti-virus and an
visit un-truste
your transact

website's addr
 communicat
tious about a
careful when 
respond to an
open any atta
respond to a
firm your user
e of emails tha

enter person
and increase

eparate passw

DTM

appens An
domestic and
ronic devices
of computer a

al or business
account, cred
hird party suc
ch could be u
crimes.  

n a Cyber Cr

Internet you 
for unprotect

om attack.  W
be affected b

eal your pers
ding as some
ns, such as al
ng’ software, 
e attacker.  

acilitate other
illegal downlo

mes against o

self from cybe

system upda
nti-spyware s

ed websites o
tions. Look fo
ress bar befo
ion with the w

all communica
clicking links

ny unsolicited
achments con
n email reque
r-id and passw
at threaten an
nal information
e the odds of i
words for wor

MB Offic
Mon

NEW

nd How Yo
d internation

s can be use
and cyber crim

s related, is b
it card, or so
h as a bank, 
used for iden

rime? 

are making y
ted or vulnera

Whether a spe
by cyber crime

sonal informa
ething the use
llowing extern
which record

r crimes and 
oads of musi
others. 

er crime is to 

ated/patched. 
oftware and k
r follow links 

or the "lock" ic
ore making an
webpage is en
ations you rec
s contained w
d (spam) incom
ntained in sus
esting person
word." 
ny dire conseq
n in a pop-up
identity theft.
rk related and

ce of En
nthly Se

WSL

ou Can Pro
nal criminals
ed to commit 
me, and what

becoming incr
ocial security 
retailer or go
tity theft, cred

yourself a po
able compute
ecific target or
e:  

tion: Two exa
er may want 
nal access to 
ds keystrokes

attacks on o
c. Hijacked c

use common

Set it to "auto
keep them up
provided by u
con on the br
n online purch
ncrypted. 
ceive includin
ithin those me
ming e-mails.
spicious email
nal informatio

quences shou
p screen. Pro

d non-work re

nterpri
ecurity 

LETT

otect Yours
are using t
crimes. This

t you can do 

reasingly valu
numbers, is 

overnment age
dit card fraud

otential target 
ers. Criminals
r just a rando

amples are tr
to download
 the compute
s including p

others:  Comp
computers co

n sense, be p

o update". 
pdated. 
unknown or u
rowser's statu
hase. The "s"

ng those purp
essages. 
. 
ls. 
n or that ask 

uld you not "v
oviding such i

elated accoun

se Sec
 Tips 
TER 

self 
the Internet 
s newsletter 
to be safe.  

uable to crimi
stored, whet
ency, a cyber
d or fraudulen

t of criminals.
 may target y

om attack, the

rojans and sp
d or install, th
er. A Trojan m
passwords an

puters can be
ould also be u

repared and t

n-trusted sou
us bar and be
" stands for "s

ported to be f

you to "verify

verify your info
information m

ts. 

curity 

Volume 6, 

for illegal p
will discuss 

nals. Where 
her on your 
r criminal can
nt withdrawal

  Everyday, c
you specifical
ere are two ma

pyware. Troja
hat may then 
may be used 
nd then forw

e hijacked to
used as a pla

take precautio

urces. 
e sure "https" 
secure" and i

from "trusted 

y your inform

ormation". 
may comprom

Issue 7

urposes. 
who are 

personal 
personal 

n attempt 
s from a 

criminals 
ly or you 
ain ways 

ans are a 
perform 

to install 
ards the 

o provide 
atform to 

ons. 

appears 
indicates 

entities" 

mation" or 

mise your 



 
Re
 
MS
ms
 
US
us-
 
Na
sta
 
FT
ftc.
 
 
Fo
 
Th
of 
en
inte
acc
bra
 

 
 

esources for 

S-ISAC Tip --
sisac.org/daily

S-CERT Shop
-cert.gov/cas/

ational Cyber
aysafeonline.o

TC Identity Th
.gov/bcp/edu/

or more m

e information
an organiza

vironment.  W
ended to help
cess their wo
and and redi

more inform

- Surf Safe O
y-tips/Surf-Sa

pping Safely 
/tips/ST07-00

r Security Al
org/in-the-hom

heft Site 
/microsites/id

onthly cyb

n provided in t
ation’s end u
While some o
p improve the
ork network fr
istribute this

mation: 

n The Intern
afe-on-the-Inte

Online 
01.html 

liance 
me/protect-yo

theft/ 

ber security

the Monthly S
users and t

of the tips ma
e organization
rom their hom
s newsletter i

et 
ernet.cfm 

ourself 

y newslette

Security Tips 
to help them
ay relate to m
n’s overall cy

me computer.
in whole for 

Brough

r tips, vis

Newsletters 
m behave in
maintaining a
yber security p

Organization
educational,

ht to you by:

sit: www.ms

is intended to
n a more se
a home comp
posture. This
ns have perm
, non-comme

sisac.org/awa

o increase the
ecure manne
puter, the incr
s is especially
rmission and
ercial purpos

areness/news/

e security aw
er within the
reased aware

y critical if em
d are encour
ses.  

/ 

wareness 
eir work 
eness is 

mployees 
raged to 


